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Using the security function

Activating the SOT Zone Security.

The zone is armed by using an RFID card, PIN code, through the software, or the web
interface of the IP module (see the section "Procedure for Using the SOT Function”

formore details).

Activating the security system.

1. Activating the SOT zone security.

1.11fthe dooris open, read an RFID card with the necessary accessrights for controlling the
SOT function twice, and then close the door. This procedure must be completed in no more
than 12 seconds. While this time is passing, the LED on the reader will blink. After the
specified time elapses, the zone will be armed. The LED on the reader will then stay
continuously green.
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1.2 Instead of a card, a four-digit PIN code can be used. The procedure s the same asin section
1.1, butinstead of reading a card, enter the PIN code twice for the user authorized to control
thesystem.

1.3 The controller has the capability for automatically arming a zone if no sensor has been
triggered within a predefined time interval. This function is activated through software, and
thetime can be setfrom 1to 99 minutes.

2. Disarming the security from the control panel of the security system zone.

Read the RFID card with access rights for controlling the security system only once. Disarm
the security of the security system zone, unlock the door, and change the color of the reader’s
lightindicator (illuminatein blue or red). Ifan RFID card with accessrights but without control
rights for the security system is read, access will be denied until the security is deactivated for
thezone. Instead ofa card, a one-time PIN code can be entered..

FAQ

Question: I don'tknow the controller'saddress. How can | discoverit?

Response: The controller's address is printed on the label attached to the controller. In the
event that the label has been removed or the address has been changed without updating
thelabel, the address can be discovered using the PolimexAutoDetect software or the built-
in controller search feature in the free AndromedaTool software. If you're using LAN Scan, in
the LAN module's web interface, navigate to the Device Manager section and press the Start
button. Alistofall controllers on the bus will appear.

Question: How can | restore the normal operational state of the controller after it has
entereda "Fire" mode?

Answer: Make sure that the input signal from the PID (Proportional-Integral-Derivative)
controller to the main controller is interrupted. The controller will automatically return to
normal operation mode..

Question: Which oneis theinput readerand which oneis the output reader?

Question: How is the USB moduleinstalled?

Answer: The USB module is plugged into the connector located right next to the RS 485
interface, oriented towards the internal part of the board.

Question: How is the reader'sindication controlled?

Answer: The reader's indication is controlled by providing a "0" (ground) to the respective
conductorformanaging the LED or the buzzer.

Question: Whatis the permissible distance between the controllerand the reader?
Answer: The standard theoretically defines a maximum of 100 meters. However, this
depends on the type of conductors used. Please check the table with reccommended cable
typesand permissible lengths (page 3) for more information.

Question: Permissible distance to the lockingmechanism?
Answer: The cross-section of the conductoris calculated ina way that the voltage drop across
itdoesnotexceed 1V.

Answer: Fordouble doors, the odd-numbered oneis the entrance, and the even-numbered
oneistheexit.

Question: Isan external relay needed at the output?

Answer: The output is designed to switch currents up to 3A in pulse mode (for a few
seconds). If the actuator needs to remain activated for an extended period, it's advisable to
useanadditional relay. There'sno definitive answer; itall depends on the specific case.
Question: On which locking mechanisms are diodes placed?

Answer: Protective diodes are placed on all locking mechanisms, regardless of their type.
It'simportanttoinstall them directly at the locking mechanism.

Q Howis the c || dinthebox?

Answer: Inthe package, you receive 4 pieces of remote spacers.

Question: Howis the LAN moduleinstalled?

Answer: Place the LAN module in a way that the RJ45 connector is oriented
towardsthe SOT inputports.
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Question: What p ial do outputsfrom 5to 10 provide?

Answer: These are open-collector type outputs (0.C.). When activated, they provide ground
(GND).

Question: How are the sound and light indications of the reader controlled?

0rr: To control the indications of the readers, you can use outputs from 5 to 8. If the security
functionality of the controller is activated, these outputs show the status of the alarm zones
andare connected to the inputs of the readers to control the lightindication. The LED indicator
of the first reader is connected to output 5, the second reader to output 6, and so on. This
makes it easy to understand when the zone is armed and when it's not. If the alarm lines are
deactivated, these outputs function as alarm outputs. In that case, the sound indication of the
readers can be connected to them.
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Short User Guide
Controller for Access Control and Time Attendance

« Compliantwith EN 50133-2-1/BDS 50133 Standard;

« USB/LAN/WiFi communication capability viaadditional module;

 RS485bus communication (up to 253 devices);

« Automaticcommunication mode switching;

« Compatibility with free and paid software solutions;

» Management of four doors unidirectional, one bidirectional, two
unidirectional, ortwo bidirectional doors;

« Emergency external system-triggered door opening;

« Automatic output activation based on pre-set schedules — up to 96
schedules;

« Supportforaccessrestriction time schedules — up to 96 schedules;

« User-configurableinputand output state settings;

« Non-volatile memoryand clock;

« OpenWEB SDK protocol forintegration and development;

« Automatic operation mode: standalone or networked (software-
connected);

« Built-in Duress Mode functionality (silent door opening with quiet alarm);

« Fourreaderoperation modes;

« Automaticreader mode switching based on time schedules;

« Inputfordigital temperature and humidity sensor;

* 4-linealarmsystem (ATZ).

with Built-in S OT(—'unctiona/ity

RS 485

Jil‘d‘
Tempgrature
Humidity

APP Store

User Capacity 7679
Event Memory 4094
4 number of reader interfaces: 26 bit, 32 bit and
Inputs 34 bit WIEGAND
4-8 bit for PIN
Card, card + PIN,
Reader Modes Card + work code, card or PIN
10 number of opto-isolated inputs, active low to GND,
(4x exit button, 4x magnetic contact,
Inputs emergency situation input)
1 quantity temperature and relative humidity sensor,
4 quantity alarm zones(ATZ)
10 quantity (4 quantity relay outputs - -30V/3A,
Outputs 4 quantity outputs 0.C. 30V/1A — for indication of alarm
events/zone status,
1PGM - 0.C. 30V/1A, 1 quantity for siren—0.C. 30V/1A)
Communication RS 485, (USB / LAN / WiFi / GPRS with an additional
module)
Power Supply 12V DC
Operating electric | 200
current (mA)
Light
Indicators Yes
Operating o o
Temperature 2575

Operating Humidity
(RH)

10%- 90% RH (without condensation)

Dimensions

150%85*25




lopen all doors

power supply 12V

general
alarm

status Z3
status 22
status Z1

Fail secure
Fail safe

Emergency button
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Table of functionalities for iCON180

exit button

LED 1121314151617 18

exit button

Wiring diagram for a digital temp
and relative humidity sensor

Wiring diagram for connecting 1 sensor
to an alarm system

1k

Wiring diagram for connecting 2 sensors
to an alarm system

* If the sensors are not connected, the O
detection function is deactivated by the software.

4

Wiring diagram for connecting LED and BEEP indicators on a
reader with a controller in single-door mode.

alarm

BxopoBe 2 door mode 3 door mode 4 door mode

IN1 Exit button - door 1 Exit button - door 1 Exit button - door 1

IN2 Door status sensor 1 Door status sensor 1 Door status sensor 1

IN3 Not in use Not in use Exit button - door 2

IN4 Not in use Not in use Door status sensor 2

IN5 Exit button - door 2 Exit button - door2 Exit button - door 3

IN6 Door status sensor 2 Door status sensor 2 Door status sensor 3

IN7 Notin use Exit button - door 3 Exit button - door 4

IN8 Not in use Door status sensor 3 Door status sensor 4

Fire Signal from PIR Signal from PIR Signal from PIR

R1 Entrance reader for the door 1 | Entrance reader for the door 1 Entrance reader for the door 1

R2 Exit reader for the door 1 Exit reader for the door 1 Entrance reader for the door 2
R3 Entrance reader for the door 2 | Entrance reader for the door 2 | Entrance reader for the door 3,
R4 Exit reader for the door 2 Entrance reader for the door 3 | Entrance reader for the door 4
Outputs

ouT1 Door relay 1 Doorrelay 1 Doorrelay 1

0UT2 Common output Common output Doorrelay 2

0uT3 Door relay 2 Door relay 2 Door relay 3

ouT4 Common output Door relay 3 Door relay 4

ouTs LED/BEEP onthereader 1 [LED/BEEP onthereader 1 | LED/BEEP on the reader 1

ouT6 LED/BEEP onthereader2 [LED/BEEP onthereader2 |LED/BEEP on the reader2

out? LED/BEEP on thereader3 | LED/ BEEP won the reader3 [ LED/BEEP on the reader 3

ouT8 LED/BEEP onthereader4 | LED/BEEP onthe reader4 [LED/BEEP on the reader 4
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To the reader
N\__input
5
LEDs for operation indication
Led Ne Displays the status of: Status of the indicators:
Led1,2,3,4,
5,6,7,8,9,10 0ut1,2,3,456,7,89,10 oN il OFF[]
Led 11,12, 13,14
15.16,17,18) 112345678 [y | oFF[]
Led 19| Power supply voltage oNl X
Led 20| Communication exchange Tx Fast blinking X
Led 21| Communication exchange Rx Fast blinking X
Led 22| fire (] | OFF[]
Led 23| open all doors (] | OFF[]
Led 24| Communication exchange Tx2 Fast blinking X
Led 25| Communication exchange Rx2 Fast blinking X
Led26(General alarm [T | OFF[]

Recommended cable types and permissible lengths

The recommended cable for connecting the controller to the peripheral devices of the system is a multi-conductor cable 2x0.5+8x0.22. (2x0.5 is used for controlling the locking
mechanism, while the remaining 8x0.22 conductors are used for supplying power to the readers, receiving data from the readers, controlling the buzzer, managing the LED indication of
the readers, the exit button, the microphone, the speaker, and other functions. Ifthere are insufficient conductors, a common ground can be used. (For example, the black 0.5mm).)

Table of lengths for power supply 13.7VDC

Ne Equipment: Cable Maximum length
specification- mm’ - meters
1 Readers - data and power 0.22mm up to 100 m
2 Magnetic Proximity Sensor 0.22 mm upto 100 m
3 Exit button 0.22 mm upto 100 m
4 LED and reader buzzer 0.22 mm upto 100 m
5 Electromagnet (550mA) Polymex 0.5 mm upto30m
6 Electromagnetic strike plate Polymex 0.5 mm upto70m
7 Electric drop bolt Polymex 0.5 mm upto 40 m
8 RS-485 FTP min 5 category up to 1200 m
9 LAN FTP min 5 category upto 100 m
10 UsB Ready-made cable 2-3m
n Emergency button 0.5 MM Alwat)';selc&f)a;red to
Connection architecture
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ng IP'it needs to be unique
@ .......... _ | forthe network)q

Connecting to a bus via RS485 communication interface

Connection to the RS485 bus allows the construction of larger systems. Twisted pair cables with a length of up to 1200 meters are used as the transmission medium. It is recommended
to use shielded cable, with the shield grounded at one end of the cable. If a suitable grounding point is not available, the shield is connected to the ground of the converter or the
controlleracting as the converter. To reduce noise levels, it is advisable to terminate the line, especially for longer lengths. The value of the terminating resistors depends on the length of

thelineasfollows:
A s A
RS485/ RS232 2 RS485 5485
Converter [ o=
B B

Forlines upto 50 meters, usea 1kQ resistor.
Terminating resistor icol

Forlines upto 150 meters, use a620 Q resistor.
Forlines over 150 meters, use a 300 Q resistor. Nixc

Personal computers do not support the RS485 interface, necessitating the use of a signal converter. For this purpose, it is recommended to use a LAN or USB module. These modules
connect to any controller from the iCONxx series without any hardware or firmware modifications. To maintain the network topology of controllers, the role of the converter can be
performed by one of the controllersinthe bus or by an external converter.

Each controller on the bus has its own address with a value from 0 to 254. DUPLICATION OF ADDRESSES ON THE BUS IS NOT ALLOWED. The address of each controller s recorded on the
label on the controller.



