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Andromeda pro is a software for
working time
cash register
vending machine + warehouse
billing and print
camera register
e-map (electronic card)

 and etc.
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1. Installation
Double click the file ,,AndromedaSetup-v1.xxx.xx.xxx-1.x.xx.xxx.exe” then choose Run. Wait
until data is unpacking.

G.’. v Please wait while Setup is loading. ..

unpacking data: 61%

Select preferred language during the installation and click OK.

|Engish -]

Bulgarian
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(7 Andromeda System 1.708.28.110-1.0.28.110 Setup = S|

Welcome to the Andromeda System
1.708.28.110-1.0.28.110 Setup

This wizard will guide you through the installation of
Andromeda System 1.708.28.110-1.0.28. 110,

Itis recommended that you dose &l other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Mext to continue.

Next > ] [ Cancel

_ 5
(71 Andromeda System 1.708.28.110-1.0.28.110 Setup (SN
ey
License Agreement (

fl Flease review the license terms before instaling Andromeda System
1,703.28.110-1.0.25. 110,

Press Page Down to see the rest of the agreement.

neyanba, NpexsceaHe Ha GusHeca, saryba Ha BusHec uHdopMaw s, unu apyrn -
napi-Hi 3aryGn), B PESYNTAT Ha M3NON3BEHETO MMM HEEBL3MOMKHOCTTa 38 M3NON3BaHE
Ha CodTYEPHUA NPOAYKT MM HEEL3MOKHOCTTA 38 CEPEMS.

AKD CTE MoAMWMCcany oTaeneH 00rosop 3a CepBM3HK YONyrn, W3EbpWEBaHK oT Tonmmexc
XonauHr™ EOOJ, UWANATa 0TroBOPHOCT 38 CEDBHSHUTE YCNYTU We Bbae chrnacHo
paznopentuTe Ha To3M AoroBOD.

TOBA NMMLLEH3HO CNOPASYMEHWE ®OPMYTIAPA MPABATA 11 3AABITKEHNATA HA ||
KMEHTAMOTPEBMTENSA, KOWTO HE CA YKA3AHM TOYHO B SAKOHA 3A m
ABTOPCKOTO MPABO a2

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Andromeda System 1.708.28.110-1.0. 28,110,

< Back ” I Agree ] [ Cancel

In the next step choose to install - Andromeda server, client or both. If you have already installed
Andromeda server on other computer this time install Client only as a second work station.
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B T
(1 Andromeda System 1.708.28.110-10.28.110 Setup Ll ]

Cheosze Components —
Choose which features of Andromeda System 1,708, 28, 110-1.0, 23, 110 you want to (,‘,j
install. z

Chedk the compaonents you want to install and unchedk the components you don't want to
install, Clidk Mext to continue.

Select components to install: Andromeda Client PES?'EUDH
[+] Andromeda Server Sl

Space reguired: 63, 7MB

< Back ][ Mext = J [ Cancel

——a = — —

Then select next. Choose path for the installation, default is C:\Program
Files\Polimex\Andromeda and then next.
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f Bl
{77 Andromeda System 1.708.28.110-1.0.28.110 Setup =<
Choose Install Location o~
Choose the folder in which to install Andromeda System 1,708, 28,110-1.0,28.110, (47

Setup will install Andromeda System 1.708.28.110-1.0.28.110 in the following folder. To
install in a different folder, dick Browse and select another folder. Click Mext to continue.

Destination Folder

:\Program Files\Polimex\Andromeda

Space required: 63.7MB
Space avaiable: 37.0GB

[ < Back ][ MNext = ] [ Cancel

Choose a start menu folder.

& Bl
(77 Andromeda System 1.708.28.110-1.0.28.110 Setup =
Choose Start Menu Folder —
Choose a Start Menu folder for the Andromeda System 1.708.28.110-1.0.28.110 (J’
shortcuts, :

Select the Start Menu folder in which you would like to create the program's shortcuts. You
can also enter a name to create a new folder.

7-Zip

Accessories

Administrative Tools
Andromeda

Autodesk

CMS

CMS Lite

Expecta

Games

GLOBUL Connection Manager
Google Chrome i

|| Do not create shortouts

m_|»

[ < Back ][ Install J[ Cancel ]

b

Wait while program is being installed . When it is ready select finish.
2. Start up

(ﬂ{! Double click on the Andromeda client icon . Then you will see log in window. By
[']L" N default the username is Administrator and the password is 123. Enter the IP address of

Andromeda
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the computer with Andromeda service and select OK. If service and client are on the same PC fill in local
address 127.0.0.1

Uszer Name: =
b I - L »

Adriniztratar

F‘assm;mld: E

T
Server: "'! 127001

Language: || English

|
S e

R
an

| J 4 - Cancel

¥

Software Andromeda Pro ( package contains server and client ) is paid, but it has 15 days
trial period, in which you can test all functions. After these 15 days you wont have connection with
the main service. Contact with Polimex Holdings office and get your license code. This code is
connected with the hardware of your computer so don't try to install the software on another
computer with the same code.

The first start up screen is shown on the picture below. From here you have access to all the options
and menus, online events, settings, reports and so on.
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Real Time Events B
| Date/Time First Name Sumame: Last Name: Type Area Biuilding Floor Room Door R_NAME Remark. Company -
B & 120720311053 Andromeda Adrinistrator Logln IP:127.0.01
1207203110526 Andromeda Adrinistrator Log Out

Edit Usar

earch Users
earch [0z
earch Hiw
arch CMDs
LA earch Balances

5
5
5
Se
5i

_ [ 5top Ficfreshing

Connected to 127.00.1 ! Polling Time:998 ms Communication activated: Yes 12.07.201311:05:46  User: Administrator  Cash-Desk IDLE time: 0 min us

3. Settings

System setting must be done exactly as shown in the instruction. This will guarantee your
success.

3.1. Setting the connected devices (Hardware manager)

Choose Hardware manager from Setup menu , where you have to create your communication
ports (Serial communications or Internal TCP/IP Modules). When you are ready with the communication
port you have to select it with the right button of your mouse and add controllers to this port.
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|Jzers Search

Real Time Events

F

Setup | Attendance

Hardware Manager

¥ Date/Time

B < 05062013 11:20:38
4 09062013 10:28:43
4 05062013 10:14:30
& 05062013 10:14:20
£ 0R08201310:14:11
= 05.06. 2013 09:41:23
) 05062013 09:.4117
= 05062013 09:39:41
1) 05.06.2013 09:39:36
M 05.06 2013 09:38:44
1) 05062013 09.38:37
1) 05062013 09:38:09
= 05.06.2013 09:.04:15
I ) 05062013 09:04:07
- 05.06.2013 03:59:26
= 05.06.2013 08:51:37
1) 05.06.2013 08:51:30
== 05.06.2013 08:50:01

IR Ac Nt No- da.FC

Building Manager
ACCess Groups
Organizations Manager
User Types

Start Communication
Stop Cormrmunication

Client Options
Server Oplions

Yending Setup
Products Setup
Tray Setup
Warehause Setup
Receipk Setup

HeTenHa
NetendHa
K.esopk.

CTaHueEa
CTaHqeea
Capaspaq

[ ]

E-tap

Cazh-Desk

YWending

Type

Logln

Log Out

Logln

Log Out

LogIn

Yending Finizh

Yending Balance Request
Yending Finish

Vending B alance Reguest
Yending Finish

Yending B alance Reguest
Yending Balance Request
Yending Finish

Vending B alance Reguest
Accerz Granted

Yending Finizh

Yending Balance Request
Yending Finizh

Nk

OF‘.eﬁesh State Start Communication Stop Communication <, Autodetect Ethernet devices @ Cancel @ OK

MpizereH eTax Cra

SECURITY

BULGARIA.COM

e H_E Serial_cnr_n[nuni-_:atil:nns
12 Internal TCPAAP Modules
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3.1.1. Creating serial communication

Select with right button of your mouse Serial communications - Add port. In the new window as
shown below select which com port you will explore. Other data must be as in the picture. Active must be
selected if you want to use this serial port. When you are ready select Save.

0 Refresh State  Start Communication  Stop Communication

-[I§ Serial communication
L% Intemal TCPAP Moc Add Port
Edit Port
Delete Port
Add Controller/ Panel »
I Edit Controller/ Panel
| Delete Controller/Panel
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r ==Y
;i Communication Port Definitions E@g

i
@ cCancel
()n:ti'-.fe
Com Port:  COME il T
Speed: 3600 x
Parity Bit: NOME x
Data Bt 8 4
. Stop Bit: 1 4
D escrptiorn:
|
s i

BULGARIA.COM
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0 Refresh State  Start Communication

4 EI_E Seral n:u;un‘u_munin:atin:uns
@ COME
w2 |nternal TCP/P Modules

If you want to change settings of already created port, select with right button Edit port. Change
your settings and Save it. If you dont want to keep the changes select Cancel.
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0 Refresh State  Start Communication Stop Cor

2 1R Serial communications

£ @6 tm'ﬂ'-* L

o “# Internal Add Port

Delete Port

Add Controller/ Panel k
I Edit Controller/ Panel

Delete Controller/Panel

i ™
”;i Communication Port Definitions E@lﬂ
A

Senial | TCPAP Intemnal

()ctive
Com Port; COME - -
Speed: 9600 -
Parity Bit: MOME &
Data Bt B -
Stop Bit: 1 -
Description:
Head Office: Sofia, 1309, Bulgaria 128 A Dimitar Petkov Blvd Phone: +#359 2 9208666
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3.1.2. Creating TCP/IP communication port (Internal TCP/IP Modules)

Select Internal TCP/IP Modules with right button and then - Add port. Enter your IP address in the

new window. The Port must be 5000 so leave it by default. Select Active and Save your settings when you
are ready.

0 Refresh State  Start Communication Stop Communication

-8 Serial communications
{58 |ntemal TRE-ARbodl

Edit Port
Delete Port

Add Contreller/ Panel 2
| Edit Controller/ Panel

I Delete Controller/Panel
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" ™
% Communication Port Definitions E@g
i
@ cancel
TCPAP Intemnal

ctive
P Addiess 192 . 168 . 74, B4

Port: 5000 =

-

Drescription:

Hardware Manager

D Refresh State  Start Communication Sf

B Senal communications

422 Intemal TER/IP Modules
{7 192168 74545000

If you want to edit port select it with right button, set it and then save your settings.
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" ™
% Communication Port Definitions E@g
i
@ cancel
TCPAP Intemnal

ctive
P Addiess 192 . 168 . 74, B4

Port: 5000 =

-

Drescription:

Hardware Manager

D Refresh State  Start Communication Sf

B Senal communications

422 Intemal TER/IP Modules
{7 192168 74545000

If you want to edit port select it with right button, set it and then save your settings.
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F B
;i Communication Port Definiticns E@g
a

[ | Buctive

TCPAP Internal

IP Address: 192 . 168 . 74 . B4

0 Refresh State  Start Communication  Stop Comy

+~[]8 Serial communications
4.5 Internal TCPAP Modules

TLE(E qgzeneereana

Add Port |

- Drescription:

Delete Port

l Add Controller/ Panel k
Edit Controller/ Panel

Delete Controller/Panel

3.1.3. Adding controllers in TCP/IP port (Internal TCP/IP Modules) and
Serial communications.

Select your communication port with right button and then Add Controller/ Panel — Add iCON1XX.
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OF‘.EFrESh State Start Communication Stop Communication ™% Autodetect Ether

o [1R Sernial communications

' 4-[[3§) COMB

i s[5 w ICONT10-[5)
4 2% Irternal TEPAP Modules

LA 192 1R

Add Port
Edit Port
Delete Port

b Add RFL200C
Edit Controller/ Panel Add iCOMN100
Delete Controller/Panel

Add iTDC

Enter the controllers address. Usually you can see the ID on a sticker at the bottom of the plate. Or
else you can use auto search tool (Andromeda Hardware Autodetect) to discover all controllers connected
to this serial or TCP port.

. Mccess Control Software Default

| Accessories
J Andromeda Help an
& Andromeda Hardware Autodetect |
& Andromeda Server Manager
=& Internet Support
{3 Uninstall Client

1 Back
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Select Andromeda Autodetect. A new window will open with all your active connections - com ports
and IP ports. By default the controllers with LAN communication interface are set to DHCP. So you can
view its automatic address from your router or from autodetect tool. If you want to change network settings
open a web browser or select WEB in the search tool and setting page will open.

™ polimex Autodetect Tool ¥1.0 =10l x|

Detected communication channels @

Serial COM1
AutoDetect Controllers Computer Serial Port
Detect contrallers on this line.
192.168.74.26
AutoDetect Controlles 192.168.74.26=LUB0O 130
00-04-A3-61-00-B1
10.3
1.19

Detect controlles on this line. Check unit wia WEB Firmware upgrade

192.168.74.33

AutoDetect Controlles 192.168.74.33=5DK-485
00-04-A3-61-00-00
10.3
1.19

Detect controlles on this line. Check unit wia WEB Firmware upgrade

192.168.74.31
AutoDetect Controllers 192.168.74.31=485-RFLS
00-04-43-61-00-0C
Detect controllers on this line. Check unit via WEB

192.168.74.14

oDetect Controllers 192.168.74.14=LUBD 110

00-04-A3-61-00-BA

10.3
g:t;:untrnllas on @eck unit @’.ﬁh};irmware upgrade
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X [}192.168.74.14

» ) )
Wsnckea ce yaoCToBepABaHE Ha CAMOAMYHOCTTA B B> Listen to the Radio

Mzuckear ce noTpeBuTencke MME W Napona 3a ceperpa http://
192.168.74 14:80. Toii kazea: Protected.

MoTpeBurencko ume | admin |
Mapona:

y

5485 KbM

Visual Observe
Bxop Orkas
Device Settings

AKO BUMO3TE Ta3W CTPaHWUAE, BAWWAT KOHEEpPTOp Bede paboTW yCnelHo.
ToBa YyCTPORCTEO CE WEMONZEa KaTo KOHEEPTOP HA ECAK3KEW YCTPORCTEA

paboTewn c RS485 KomyHMKkauna koM Ethernet. OcHoBHWTE xapakTepucTUKa
Ha KOHEEpTOpa ca:

HanpexeHne 12V DC
MopToEE 4 nopTa R5-485
PexumM Ha paboTa LAN kbM RS-485
MpeBKNOYEaHE Ha PEXUMK  ABTOMaTHUYHO
CEeTNWHEH WHAWMKATopP LED nHAuKaTop
FapaHuna(FoguHn) 2

CodiTyep He

SDK Version: 1.17, SDK Hardware: 10.3, Stack Version: 5.42.04
Bridge Port: 3000, Serial Number: 240105

Copyright @ 2013 Polimex Holding, Ltd.

After you select device settings you have to enter username and password. By default fill in admin
without password. Here you have the ability to turn DHCP function off and enter your static settings.
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MAC Address:

Host Name:

IP Address:
Gateway:

Subnet Mask:

00:04-A3:61:00:BA
LUBD 110

¥/ Enable DHCF
192.168.74 .14

192.168.74.254

255285 255.0

Primary DNS: 192 168.74 254
Secondary DNS: 0on0nn
Save Config

If you don’t know your controllers ID number use the Detect controllers on this line function. This
will start an automatic scan which will finish like on the picture shown below.

User Name:
Old password:
New password:

New password:

| Change Password |

You have the ability to change default username and password in the same page where you set the
IP address of the TCP/IP module.

Head Office: Sofia, 1309, Bulgaria 128 A Dimitar Petkov Blvd Phone: +359 2 9208666
Regional Office: Varna 9010, Bulgaria 9 Dr. Anastasia Zhelyazkova str. Phone: +359 52 900 099
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b
[192.168.7432 |
[192.168.74.85 |
AutoDetect Controllers 192.168.74.85=SDK-DEBUG
00-04-A3-03-00-00
10.3
1.19

Detect controllers on this line. Check unit via WEB Firmware uparade

[192.168.74.14

pe:iCON150 ID: 0644

Firmware upgrade

rdware:3 Firmware:607 Serial:008380, Readers:2

Type:iCON160 ID:010 Hardware:7 Firmware:704 Serial:000162, Readers:2
Firmware upgrade

Type:iCON110 ID:007 Hardware:6 Firmware:708 Serial:000447, Readers:2
Firmware upgrade

Type:Relay Panel ID:001 Hardware:31 Firmware: 700 Serial:000024,
Readers:0 Firmware upgrade

As you can see the program finds all controllers connected properly on this line. Also it shows you
the type of the device, its ID , firmware..... Write somewhere these ID numbers and after this add them to
the communication port in Andromeda Pro. Same is when you are scanning serial port.

When you are entering controller settings in Andromeda make sure active is marked and when you
are ready select Post to save your settings. Wait for a while and if everything is properly connected the
controllers will be recognized from the software. Communication status will be in green which means that
connection succeeded. If some controller is in red it means that you have a problem, maybe with the wiring
of the controller.

When you select a controller it shows its all inputs and outputs and system voltage as shown in the
picture below.
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L Polimex
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Hardware Manager _

GReﬁesh State Start Communication Stop Communication %B Autodetect Ethernet devices ‘@ Cancel ‘@ 0K

4 -5 Serial communications Basic Data
il <8 % COME Pat | 192.168.74.54:5000 (=]
; b A9 CON10-(5) F e
45 Intemnal TCPAP Madules addess: (2 Dpciive
H ) [ 5
------ B33 192.168.74 545000 Name: | ICONT ] Maintanance

[ ' Errorz l [ e Reload Cards ]H

Additional Data

=

Initializ ation type
[ Setup ] 1 Full
— ) Users
[ Initialization ] = e

Lancel

[0:5/7 Crod: 7173 T:0 TO:0 AE Tirme: 46 Cw: 10171 OK:7168 Em0 G:0 L:280

Internal TCP/IP module: 192 168.74.54:5000

5 ECURITY Head Office: Sofia, 1309, Bulgaria 128 A Dimitar Petkov Blvd Phone: +#359 2 9208666
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0 Refresh State Start Communication Stop Communication

4 -[]Q Sedial communications
PR Q COME
i oS e iCONT10-(5)
45 Internal TCRAP Modules
a-[[J04 19216874 545000
4 « iCONTED - [2)]
B Rint1s2-2
- R Out2:2-2
I ----- @ ¥ Spstem voltage 2/0 > 1316
----- @ e Exit button 241
----- @ ¢ Door contact 242
----- @ & Free uze contact 243
----- @ & Free uze contact 2.4
----- @ ¥ Emergency input 2/5
----- @ e Alam line 2/6
----- @ e Alam line 247
----- @ & Alarm zone 2/8
----- @ & Alarm zone 2/9
----- @ e Alarm zone 2410
----- @ e Alarm zone 2411
----- @ & Siren 2412
..... (%] [ Daoar1
- Door 2

Here you can see that controller iCON 1XX is not recognized and is has no communication with the
software.
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0 Refresh State  Start Communication

1@ Serial communications
4-2# Intemal TCR/P Modules
4 -0 132 1658.74.54:5000
5 s iCONTH|

When adding a controller to the serial port you have to do the same things.

3.1.4. Setting the controller

Select one of the controllers with the right button and then Edit controller/ Panel. Choose button
Setup and new window will pop up.

Hardware Manager

0 Refresh State  Start Communication Stop Communication

4 A9 S_erial communications
0@ COME
: > {5k CONTfo—=
52 Internal TCPAR M Add Port
Edit Port

| |

Delete Port

Add Controller/ Panel 3

< Edit Controller/ Panel >

Delete Controller/Panel
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Hardware Manager "

OReﬁ'esh State Start Communication Stop Communication % Autodetect Ethernet devices ‘@ Cancel ‘@ 0K

4 -5 Serial communications
Lo R E| % COME

-5 iCON110-[5)
ﬁ Internal TCPAP Maodules

Basic Data

Port | COME [~]
Address: Active
Mame: COM110-(5] [7] Maintenance
’ ' Errors ] ’ e Reload Cards IE]

Additional D ata
Initialization bpe
L G ) | R
e ) Users
Initialization =y
() events

Outputs State:
[] Door relay 541

[ &slarm relay 52

In controller set up you have the following options :

SECURITY

BULGARIA.COM

Master card — activate or deactivate
Change controllers ID

Controllers mode — on, two, four doors — it depends from the model
Readers mode

10 tables setup

Antipassback - activate or deactivate
Set Time Schedules

Holiday set up

Durres mode

Set output mask

Set time schedule for the outputs

Head Office: Sofia, 1309, Bulgaria 128 A Dimitar Petkov Blvd Phone: +359 2 9208666
Regional Office: Varna 9010, Bulgaria 9 Dr. Anastasia Zhelyazkova str. Phone: +359 52 900 099
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r_ |+ |

% ICON160 (6/20/2013 10:17:25 AM) bﬁm
System Data

Address: [ mMaster card Tﬁem 2 iCOM160

Hardware: 7

Firmware: 610

v] Serial Mo: 23
Cards count: 39

Mode: [.'J_ single sided doors "]

Readers mode
Reader 1[Card Only

e 2[Card Coly '] ’ I0 Tables l
’ Time Schedules l
’ Holidays l
[]Enable AFE Durres Mode
Time Schedule for Outputs 123 4 Password: 55 Enabled for R1
[UU v][UU v][UU v][UU v] Password: 55 [/] Enabled for R2
Masks 11121314

(no »|no |[no +|no ~|

! System Voltage: -0,01

3.1.5. Master card mode

When the controller communicates with the software you don't need Master card mode.
Adding and deleting cards is done through the software. If you don't want to use a software select master
card and then first registered card will be Master.
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- 7 ™
% iCON110 (6/6/2013 12:33:20 PM) _-'_.‘b [EEREERE
System Data
Address:@ @laster il [ ie ICON110

Mode: [j_dgublegided TED .,,] Hardware: 6
Firmware: 612

] Serial Mo: 155
-

Readers mode
Reader 1[Card Only

Cards count: 3

Reader Z[Card Only "'] [

10 Tahbles ] |
[ Time Schedules ]
[ Holidays ]
[]Enable APE Durres Mode
Time Schedule for Outputs 12 3 4 Password: 55 Enabled for R1

Password: 55 Enabled for R2

o |0 =] <)o =

! System Voltage: -0,01

3.1.6. Controller mode selection

You have the option to choose 1 double sided door or 2 single sided door .
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System Data
Type WON16D

Hardware: 7
Firmware: 610

Serial Mo: 23

I Cards count: 39 i
| Reader 2[Card Only 'l [ 10 Tables ]

[ Time Schedules ]

[ Holidays ]

["|Enable APE Durres Mode

I| Time Schedule for Cutputs 123 4 Password: 55 Enabled for R1
| (oo ~/[oo ~v|oo ~oo ~| Password: 55 [/] Enabled for R2

[‘Lﬁ;‘ﬁ vI]l[:uZISvI‘ir[ND ~|[no ~|

If the controller has the possibility to control up to 4 doors (ICON 130; ICON 180) the controller
modes will be 4 single sided doors, 1 dual sided door and 2 single sided door, 2 dual sided doors.
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- : i
% ICON170 (6/20/2013 12:30:50 PM) b [EE e

Systemn Data
Address: T;;e ot CON170
Mode Hardware: 8
Realier: 2 double sided doors — R
o 3 dnnrs Serial No: 13
2 Cards count: 92 i
Reader 2| Card Only [ [0 Tables ]
Reader S[Card Only V] [ Time Schedules ]
Reader 4[Card Only "] [ Holid ]
olidays
[ Enable APE Durres Mode
Time Schedule for Outputs 12 34 Password: 55 Enabled for R1
[nu - ][uu v”uu v][UD vl Password: 55  [¥f] Enabled for R2
Masks 111213 [4 Password: 55 [ Enabled for B3
o o N0 v|No v|  Password:55  []Enabled for R4
! System Voltage: -0,01
T oRi— m

3.1.7. Readers mode

In this section you have to choose the type of used readers. By default the mode is card only. If you
have a RFID reader with keypad you can choose the following options.

e Card and PIN- identification via RFID card and pin code.

e Card and Work Code- identification via RFID card and choosing a number to inform the system
the type of your event— lunch time, personal going out, visiting a client, going to service and so on.

e Card or PIN code- identification via RFID card or pin code.

3.1.8. 10 Tables (input/output)

Use this tables if you want to change inputs and outputs mode. For example the output for locking
device by default is 3 seconds. If you need more time you can change it to 6 or if you set it to 99 the output
becomes in trigger mode
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System Data
Address: T::"pe CONLTO

_] Hardware: 8

Mode: l4 single sided doors

Firmware: 610
_] Serial Mo: 13
Cards count: 92

|
i Reader 2[Card Only "] [ @TabED ]
||
I
|

Readers mode
Reader llCard Only

Reader 3[Card Only ] ’

Time Schedules ]

Reader 4’Card Only '] ’ Holidays ]

["]Enable APE Durres Mode
Time Schedule for Outputs 12 3 4 Password: 55 Enabled for R1

[m v][UU v][uo v][ﬂﬂ v] Password: 55 [¥] Enabled for R2
Masks 1112 13 14 Password: 55 Enabled for B3
[ND v”ND v”r‘\.ID "HND "'l Password: 55 [V Enabled for R4

System Voltage: -0,01

In this section you can define what happens when we generate an event in the controller. The
activation time can be from 0 to 97 seconds.
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f ™
% Input/Out iCON110 (6/6/2013 12:39:20 PM)
Output 1 Output 2 Output 3 Output 4.y

Reader#2 Duress OK
loxjfe ~]lo ][~

Reader#2 Duress Error
~Jle e J[o -]
Reader#1 Card OK

0« 421 Card Error

2 H(ax) (0] (0]

#1 Time Schedule Error

Reader#2 Card OK
3 «||lo ~||l0 ~||0 =
Reader#2 Card Error
0 ~||3 ~||lo ~||lo =

Reader#2 Time Schedule Error
-] -)le ]l

BEEEE

Emergency input by default opens all outputs but you can change it you like.

(% Input/Output Setup ICONL70 (6/20/2013 12:30:50 PM) 1
o=/ (3ox]l0ox] |00~ -
Exit Button Doorg3

(B (@ (e @]
e

When you are finished with the set up close the window with the red X. And then select save.
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- e
";a Input/Cutput Setup iICON170 (6/20/2013 12:30:50 PM)

o -l -Jlo ~lo. -]

P (0ar) (3o7) 0]

oo <llo +)G 7

3.1.9. Antipassback

The function Antipassback is used mostly when calculating attendance time. It means that if
somebody enters the building without checking his ID he won’t be able to leave the building and same

inversely.

i G . i
% iCON170 (6/20/2013 12:30:50 PM) b L =

System Data
Address: T:'pe

v] Hardware:

Mode: l4 single sided doors

Firmware:
Readers mode

Reader 1[Card Only

] Serial Mo:
-

Cards count: 92

iCON170

610

System Voltage: -0,01

—

Vo —

If you want to save the changes select OK. If you want to discard changes select Cancel

3.1.10. Time Schedules

Time Schedules are used to limit the access to different zones in some period during the day . Also
this schedules can be used ti activate or deactivate automatically outputs from the controller. For example
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Reader 4[Card Only "] [ Holidays ]
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stores door can be automatically opened during the whole day and after 17.00h the locking device closes
and after this only registered users can access the room.

r ? I
% ICON160 (6/20/2013 10:17:25 AM) _h. ol e S
System Data
Address: [T Master card T:fr;e i ICON160

'l Hardware: 7
Firmware: 610
] Serial Mo: 23
-

Cards count: 39

Mode: [2 single sided doors

Readers mode
Reader I[Card Only

Reader E[Card Only v] [ 10 Tables ]
[ ‘:—_'ﬁie Schedules ]
[ Holidays ]
[ Enable APB Durres Mode
Time Schedule for Outputs 123 4 Password: 55 (V] Enabled for R1
[gg v][og v][ou v][ou v] Password: 55 /| Enabled for R2
Masks 11121314

NO ~|lno v|[no v|[No ]

! System Voltage: -0,01 o OK

= ——

You have the ability to create 8 different time schedules with 4 different time intervals inside them.
Choose number of the schedule you want to create. Select day of the week. Set beginning time and ending
time for the period in which people will have access. You have the option to Repeat for all days in TS. If
this schedule is used every day of the week.

oo )

- —
;a Timeschedules Setup ICOMN160 (6/20/2013 10:17:25 AM)
e css— —-‘_

Time Schedules Bpemesn rpadwk: 01 feH: Monday
01 - Begin

End
CWQ <t15_—vhaur ou:wnﬁ:ls
Monday |

h
[_UU + |hour |00 qmin o -

hour (o0 = ﬁh

hour |00 |min

lun v]hour[on v]rrlin IUU v]hour[on v]min

lun v]hour[cn v]min lcn v]hour[un v]min

Sunday [ Repeat for all days in TS ]
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3.1.11. Holiday list

Manually input your national holidays which are not work days and users will not have absence if a
TA report is generated.

' 5 I

% iCON160 (6/20/2013 10:17:25 AM) _&_.‘b [EEREEN S
System Data

AddrESS: [ Master card T;;e i ICON160

Hardware: 7

Firmware: 610

v] Serial Mo: 23
Cards count: 39

Mode: [2 single sided doors ""]

Readers mode
Reader l[l:ard Only

Reader Z[Card Only V] [ 10 Tables ]
[ Time Schedules ]
[ [ Holiday?::) ]
[7Enable AFE Durres Mode
Time Scheduile for Outputs 12 3 4 Password: 55 Enabled for R1
[gu - ][nn v”DD - ”nu v] Password: 55 Enabled for R2

r:;l@ j]l[rluzIS-Ir‘i[ND ~|[no ~|

! System Voltage: -0,01 W OK
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P — ™
% iCON160 (6/20/2013 10:17:25 AM) ”EM

System Data
Address: [ Master card Type ICON160

= ] Hardware: 7
Firmware: 610
] Serial No: 23

-

Mode: [2 single sided doors

Readers mode
Reader I[Card Only

Cards count: 39 i
Reader Z[Card Sy v] [ IO Tables ] |
[ Time Schedules ]
[ Holidays ]
["|Enable APE Durres Mode
Time Schedule for Outputs 12 3 4 Password: 55 Enabled for R1
U V][DU v][ﬂﬂ v] Password: 55  [¥]Enabled for R2
(121314
02 [no ~|no v |no ~|
03
ng ncel | System Voltage: -0,01 & K
06

3.2. Building Manager
Choose Setup button and then Building Manager

SECURITY
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-5 E B0

J A
zers Search Setup Altendance E-tap Cazh-Desk Wending
| ¥ Date/Time Fir Building Manager Type Area Build
IIEY 1507 2013 09:51:32 Access Groups Log In
| % 1207201315:21:43  Un i Arocesz Denied Areal Build
I Organizations Manager . :
| #1207 213 15:21:42 Un Aroceszz Denied Area 1 Build
| 4 1207.20131521:38  Un Re e AocessDeried  Areal Build
| s 1207 2001315:21:33  Un O e Aroceszz Denied Area 1 Build
#1207 2M31521:28  Un o Arooesz Denied ICER Build
e 12.07.2013 142009 Un Stop Communication Aocess Granted
G 1207203142013 Un Client Outi Access Granted
| 12072013 142000 Un IenEATpHONS Access Granted
| # 1207.2013133359  An Server Options Lo Out
e 1207 20013123119 Un e Aocezz Granted Areal Biviild
| & 1207.201311:0531  An S Log In
| % 1207.201311:05:26  An Products Setup Log Out
Tray Setup
Warehouse Setup
Receipt Setup
Show/Hide Keyboard Ctrl+K

By default you see the following structure.
Area 1 Area 1 Long name

Building 1

Ground Floor

Lobby
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x Close

4 ”j_’\ Haome Bazic Data I

| 4.1 AealAreal Long Name
4 3% Building 1

- B

M ame Poake

' U'_:PCIEIHE

You can rename each component by clicking right button and select edit. Fill in the name and select
OK to save changes.

i 3 |
oy Managts u
x Close
|| "/_*t Hame Bagic Data I
Mame  Building 1 '
Add Floor
dit Building
Delete Building
Add Reader IN
Add Reader OUT
I |
-
XK Close
‘/\ Home: | Basic Data
I 45 Areal Areal Long Name N I
* Building 1 ame
2 Ground Foor
== =
7D

To add a new floor select right button on Building 1 and go to Add Floor. In Name section enter
floors name and save. Now you have a new floor in the building.
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|..||_ng anager

4 /Et Home Bazic Data I

14 Area 1 rea T Long Name
435 Buid~""
a@a Add Flaor
b Edit Building
Delete Building
Add Reader IN

Add Reader OUT

r - 5
i i
x Close

4 /\: Hame Bazic Data |

4 Areal drea 1 Long Mame
45 Bag Mame Second flooﬂ y

)
[ - B
— T

Name Building 1

X Close
| ‘/5} = Basic Data
4} frealfreal Long M 5t I
{ﬂ_h'-ea #rea 1 Long Name Mame Second floor
4435 Building 1
4 {7 Ground Faar
- 0] Poave
D Second foor |

After you have added a new floor you need to add rooms. Select a floor with right button and then
Add Room. Fill in rooms name and save.

You can add several or one door to the new room. Once again select the room with right button and
then add door. On the pictures below you can see that you have to select one door of these that you have
described in the controller setup.

Before adding doors in building management don't forget to enter names for the doors in
controller setup. Select any controller, click twice slowly on the relay and rename it. The relay is the door
which appears later in building management. After renaming select post to save changes.
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0 Refresh Status Start Communication

~[]@ Senal communications
4 2% |ntemal TCP/P Modules
-0 192.168.78.7 01:5000
a-[[5904 192.168.78.46:5000
s ICOMNT20-(1)
oL W CONT40 - [3)
bolLS W ICOM120 - (5]
4 - 5w COMNT20 - [B)

i LD T Cystern voltage B/0 -3 1273Y
| ----- @ &+ Exit button B/
’ @ ¢ Exit button /2
i @ ¥ Emegency input B3
" L[S iCON120- (7]
" L[S we iCONT20- ()
" o[5S W iCON120 - (9]
' - <[ iCONT20-110)
o _ = .
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X Close
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x Close
Basic Data I
M anne Office 1
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x Close

Bazic Data

MHame Office 1
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Add Output
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Add Reader OUT
x Close
4 A Home Basic Data
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After you are finished select close. The settings will saved automatically.

3.3. Adding Access groups

When building management is finished all doors will be shown in access group definition. There is a
default access group All doors which includes all doors described in the software.

When you are creating a new access group you can choose a single or a group of doors which will
be included in the new access group and also you can choose time schedule which will work with this
access group.

3.4. Organizations Manager

Organizations Manager allows you to create the structure of your company. You have the ability to
name your company, create new departments, titles and so on. The principle of management is the same
as in the building management.

,

@ cancel @ COK

4- Home Title data
4 &, by Compaty
i a- % My Company's departments
P BMARACTREUMA
E}l tp Company's titles

Egff HavanHuk otaen
i Ercnepr
g ® 06w patoTHME

F] 5, Mo Compaty
4% Mo Company's departments
: ‘. d® Mo Department
4 Eﬁ Mo Company's titles

Mame Mo Title

l
||

Select My company with the right button. In your right you can fill the Company's name and save
the data with OK button.

4. Start and stop communication
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Select Setup , choose Stop communication, wait 10 seconds and then Start communication.
This will restart your communication with devices and if there is a small problem maybe it will start normally.

Show Setup TimetAttendance

. Building Manager

J_FN  Hardware Manager
ArCcess Groups Manager
Organizations Manager

Start Communication

Stop Communication

Client Options
Server Options

Show,Hide Keyboard Cirl+H

5. Card number format

Select your card number format. If you have card numbers from an old system and they have 10 or
13 numbers Andromeda Pro has a built in converter to 8 number card format.

Select setup then client options and choose which card format are you going to use.
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% Client Options A

»
»
I

% General User Settings
Currency Settings
| Use B decmalplaces for currency transactions.

Defsult Currency:  Mesa -

Register and Check In Settings
Show Edit Screen When Registering

[T] Print ticket on Check In
[7] Automatic Chedk In When Registering
Ask for Action on OCR read

Real Time Events

User Events 100 a4
[ Input Events 0 9% /
[|Hardware Events 0 o /
Billing Events O /
[T vending Events 0 o /
Show Last # Real Time Events: 50

Interface Settings
Logout after 30 % mins IDLE time

6. Adding and deleting users

Select User — Add user and a new window will pop up. Not all of the fields are mandatory.
First you only have to fill First name , Last name and card number. Make sure that Active is

marked if you want this card to be a valid one.
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Input Card Format
(@) 3.5D(C) 8 or 10 digits

1 10D(C) 10 digits

i 13D 13 digits

Default Panel at Startup
(@) Real Time Events

() Search Events

() Time&Attendance

Billing settings

[ Billing is active [ Direct sales
[]Enable Open Button

._. Selected Qutput: none
Open for 1 seconds

|:| Generate EXIT Event

'_' Selected Readzr: none

Show these payment types:
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4 )
Add User - - |

e - v —

@ cCancel W Save And Add Balance @ Save

User Data | User Organization, Personal ID and Delete | Access Groups

Prefix  First Name Surname Street 1
I
Last Mame User Code Street 2
[“Birthdate Sex | City
) Male
Birthplace . b
() Female Zip Code
Citizenship
Hama daHHu |Z| Country
|
| Username Password Repeat Password El
Phone

Print Card

Active  Card Number Mobile ! — .
Add Card _

- Fax Comment 1
= Delete Card =
[ User Type PIN Email Comment 2

Mec. AboHameHT IZI [¥] Active

On the second page you can fill in personal data for the user by hand or by using OCR reader. Also
here you can delete a card which you don't want to be in the system. Other important function is that from
user calendar you can add manual events for a user — like period for sickness, vacation , business leave
and others.
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'S - 2|
Add User - - [

@ Cancel Save

User Data | User Organization, Personal ID and Delete | Access Groups

Personal ID Department User Calendar
Personal ID Type Company lz‘
() ID Card () Passport
Department 014/04/16 [E~  2014/04/16 [E~  Hours 8
Latin First Name Title [] Show Other Periods for the Selected Days
[ Add Weekends and Official Holidays for selected period
Latin Surname Schedule
Delete User Add New User Periods
Latin Last Name By deleting a user you will delete Date Name Hours ~ Otfer Peinds
all cards associated with this user » |—
all rights of this user and all
Personal 1D history of events of this user
This can not be undone!
Country
Issue Date ) | agree @ | do not agree
Expire Date

Personal Identification Mumber (PIN - EGN): Delete User
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4 == B
Add User - [

User Data | User Organization, Personal ID and Delete | Access Groups |

Available Access Groups Used Access Groups
Starts Expires Active Visits

MName

&

Active Period Price Name

1 0 @ Add Group 4

| l
l @ Delete Group l
l @ Remove All Access Groups l
lu |

@ Add Default Access Groups

ser has access to these doors:

The third page is where you give access rights to users. On the left Available access groups
includes default group All doors , groups that you have created and single doors. Select needed access
group and press Add group. The group will be transferred to the right with default access time period 5
years. If needed you can change this period manually. Make sure Active is marked. After you are finished
select Save and data will be saved to the database and automatically will be sent to all controllers.
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Setup Attendance E-tlap
l Hardware Manager .
Con Building Manager Title

Acczss Groups
Organizations Manager
Motfication Manager

User Types

Start Communication

You have the ability to sort users over many different types at your convenience. Select setup —
User types.

A new window will pop up. Here you can manage your user types — create or delete. Also you can
select a predefined default group of doors for the different types of users.
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r e |
% User Type Setup L@J l =T EI_I—Jih
@ ok
Add and Edit User Types | Add and Remove Default Access Groups for selected User Type
User types - | Access Group

* example *
User
VIP
Guest
Contractor

m

Registration Fee for selected User Type
0 |creDIT =]

T (S AN S S | S————| W -—"| -

7. Real time user info

On the first default screen you can see all real time events. As you can see in the picture bellow
when a user has checked on the reader his personal info and picture is shown in the right of the screen.
This function is used usually in places where the guard can see directly who is coming through and he has
the ability to check if the person is the real owner of the card.
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R oom Croor Remark. Ewvent Code
IP:192.168.79.10. He ce nonzea
TypHUKET Bxon Typunks O007C ™77 He ce nonzea
TypHuKET Bxog Typunks 00030 He ce nonsea
TupHuKET Bxog Typunks 00192 He ce nonsea
TupHHKET Bixog Tupunk 000GE He ce nonsea
TypHUEET Bxon Typunk 0007 He ce nonzga
[apa# spara Bpara rapas O007C He ce nonsea
TypHUKET Bxon Typunks O007C He ce nonzea
TypHUKET Bxon Typunks O00EE He ce nonsea
TypHUKET Bxoa Typunrk: 00071 He ce nonzea
TypHuKET Brog Typunks 00031 He ce nonsea
TupHuKET Bxoa Tupunks 00030 He ce nonsea
TypHuKET Bxog Typunks 0007C He ce nonsea
TupHHKET Bixog Tupmnk 000FC He ce nonsea L
TypHHEET Bwon Typuni 0008 He ce nonsea user info ...,
[(apa# spara Bpara rapax O007C He ce nonsea
TypHMEET Bwon Typunks 0008 He ce nonzea Mec. ADoriaserts
TypHUKET Bxon Typunks 0008 He ce nonsea
16.04.2014 17:48:15
[apa# BpaTa Bpata rapax O007C He ce nonzea
["apa Bpara Bpara rapax 0007C He ce nonsea
[apax Bpara Bpara rapax 0007C He ce nonsea Edit Lzt
TupHHKET Bixog Tupmnk 000FC He ce nonsea
TypHHEET Bwon Typuni O007C He ce nonsea ¥ Quick Registration
021E He ce nonsea
a02e He ce nonsea Search Users
ooz1s He ce nonzsa Search 10
TypHUHKET Bxoa TypuHg: 00215 He ce nonsea search HW
TupHuKET Bxog Typunks 00031 He ce nonsea Search ChDs
TypHuKET Brog Typunk 002715 He ce nonsea Search Balances
Q01as He ce nonzea
013s He ce nonsea
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8. Setting Time & Attendance

The first thing you have to do is activate this function. Go to Setup — Client options and activate

Basic TA settings.

[|Hardware Events
Billing Events
[] vending Events

Show Last # Real Time Events

Interface Settings

Basic TA Settings

Time & Attendance is acive
}mm&g

[ card Printing is Active
Vending settings
[ vending is active

Quick registration
[] Quick registration is active

¥ ID Reader Setup
» Camera Setup

¥ Sound setup

0 e, “Dpenfﬂ_l
%]
EI%/

100 '_' Selectec Reader: none

Show these payment types:

seconds

|:| Generate EXIT Event

Code Mame Show

If only one Payment Type is selected, no dialog will be
shown!
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Then go to Setup - Building manager. Here you have to create time&attendance zone. Select
Home with right button and choose add zone. Then type the name of the zone and choose type of the zone.
You have the option to create Global antipass back, time & attendance or count zone.

x Close

B azic data

Mame test

Uzed faor: E

[alaobal Anh Pass Back HI

Tirme & Attendance
¥ Clog Count Zone &

When time zone is created it will appear like shown below - example : work time or parking
attendance. You have the ability to create more than one zone for time and attendance.

Building Managei ‘ — :L 1 U . - [ S|

x Close
|~

b p-J>

™ Home B aszic data
i el

FPaiton 1 Pafion 1 earo Mrae N K giee
4 /3% Crpanat ame parking atterdance

s ] Mpuseren eTa Uszed for; Time & Attendance By
[ 2ET

s D 3ET

4-fp n-\lc_urk timne
| Office 1

b

----- ‘& parking attendance
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Building Manager ‘ LX)
x Close
4 /\ Home Bazic data |
4 Paion 1 Padon 1 Oearo Mime
4 3 Croana Marme Shf:nwrnnm |E|
s S MpuzeteH eTam Office 1 -
s Ha 2htora
O F.afe
P R
4 S work time Basic data |2 &t B
L g Office 1 Bockg .
g2k parking attendance Mame Door ]
IJzed far: Time & Attendance IZ'
|

After this go to Attendance and select TA Setup

— = _:=d
- | . @ hd $ ﬁ -
Attendance E-vlap Cash-Desk
l i F10
z TA Setup
Surr‘ : &red
A FTdTrrTTg
Adrministratar Log Clut
Adrmiristrator Logln
Adrmiristratar Lagln
A Armiimimbe = ke | PSP o N §

A new window will pop up. Select + then type a name for your schedule in Schedule name. Select
start and end date for the schedule. Type cycle in days of the schedule. Usually it Is set for 7 days (one
week). Notice — if the period is 7 days the start day of the schedule must be monday. Show late time
greater than - permissible delay time. Usually it is 10 minutes. Show early leave greater than -
permissible time for early leave in minutes. Add selected schedule to — choose who is going to use this
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schedule. Add this schedule to all users without schedule, to users from selected company or to users from
selected department. After you are finished go to next page.

Important — choose schedule type and don’t forget to choose time&attendance zone for this
schedule (look at the red circle below). It is the option how attendance will be calculated.

Options are:

Attendance (first and last event) — this means that only first and last events will be calculated for
attendance.Example: If you check in at 8.00 a.m., go out from 12.00 till 14.00 and check out in 17.00 the
software will calculate the time from 8.00 to 17.00 which is 9 hours.

Attendance (all events) means that all events will be calculated for attendance. For example if you
check in at 8.00, go out in 12.00 , come back in 14.00 and check out in 17.00 your attendance time will be 7
hours.

Flexible working hours means that you don’'t have start and end hour of the work day. The
calculation starts when you check in and ends when you check out for the day. Also you can choose option
with all events or only first and last. For example you can check in at 06.00 go home in 10.00 and in the
afternoon you can come back to finish your work in 16.00 till 23.00. The your calculated work time will be 11
hours (if selected all events) and 17 hours (if selected first and last event)
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D T — e P

@ Ootkaz @ oK

| Work Time Schedules  CMeHW 3@ pafoTHo Bpeme | MeprogK | Koa 3a paboTHo BpeMe | MpasHALA |

ORI DEYRE

Schedule Name - ¥
P Administration 23.04.2014 23.04. 2024 I

Warehouse 23.04.2014 23.04. 2024

Drivers 23.04.2014 23.04.2024

Health officer 23.04.2014 23.04.2024 E

Schedule Name

Administration

Start End 3oHa 3a paboTHo BpeMe

2014/04/23 @ 0240423 @~ (=]

Schedule Type | Attendance (All Events) work time office P
parking attendance -

Schedule is for 7 Days. Schedule is cydic stagting from 23.04.2014

Show late times greater than 7 [%) Minutes

Showe early leave greater than 7 [%] Minutes

AAA Cnlmrdnd O s T

At the next page you can create your week schedule. From the lower + add a name to your week
schedule. From the upper + add a week day, type the number of the day in the left and in the right of the
row select work schedule from the arrow. Do this for the whole week as shown in the picture. The example
week schedule is from monday to friday — 5 days. If you are working in the week end with a different work
time you have to create new work time shedule like : name- Saturday, (start- 08.00 and end 13.00.) Then
you add 6th day with work time name Saturday. When you are ready go to next page.
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' Hacrpoikw Ha paﬁmuo_a_'ﬂ‘
@ Orkaz @ QoK
Wark Time Schedules || CMeHM 3@ paboTHo speme i Meproawm | Kon 3a paboTHo Bpeme | MpasHKLA |
Hsbpan rpadmx: | work |E|
PasnpegeneHne Ha CMEHATE MO TO3H rpadmK ‘ - H - H + H — H Y ‘
Oex CaAaxa -
2 1 work
2 work E
3 work
4 work
5 work
Cmunanummcuem‘ (L] H - H [ 3 H 2 H L ] H — H 4‘
Hme na cMAaHa
B work
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On this page you fill in the start and end of the day. If you have chosen flexible work time don,t do
this. Work time will be calculated automatically.

With the lowest + add a new time period. Choose if this period is for TA period, break period,
discount period...One work day can have many time periods. For example start at 8.00, break in 10.15 to
10.30, lunch time in 12.00 to 13.00 and so on... Breaks and Lunch time will be removed from the work day
time automatically.
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- Hactpoiixam Ha Fa

@ omkaz @ oK

Waork Time Schedules | CMEHW 38 paloTHD BpeEME | Meprogw  Koa sa paboTHo Bpeme | MpasHIALLA |

Hsbpana cmena: |(work

BpeMmeBn nepiogn CeObPMALM CE B CMAHATA E| EI

HaumenoBanne

>

CNHCHK Ha BCHYKH BRpEeMEeBd NeproOn ‘ - H [ H — ‘
Hanmenosadne Hauano Kpaii

b work 08:00:00  12:30:00

Cb3pgaBaHe H HACT POAKA Ha NEpHDO

MmMe Ha neproga

work
Hauano va nepnog  Kpai Ha nepnog, Tun Ha neproda
08:00:00 12:30:00 T5A Periods [~

Break Periods 7
Discount Periods —
\Wurkday Period o

S ECURITY Head Office: Sofia, 1309, Bulgaria 128 A Dimitar Petkov Blvd Phone: +359 2 9208666
% Regional Office: Varna 9010, Bulgaria 9 Dr. Anastasia Zhelyazkova str. Phone: +359 52 900 099

59


http://www.securitybulgaria.com/en/?utm_source=user-manual-andromeda-pro&utm_medium=pdf&utm_campaign=soft-source
http://www.securitybulgaria.com/en/?utm_source=user-manual-andromeda-pro&utm_medium=pdf&utm_campaign=soft-source

.ISD 3001:2008 CERTIFIED COMPANY

You have the ability to create many schedules which can be added to different type of users in the

system.

" Hacrpaiika Ha pabotHo speme R )

| Work Time Schedules  CHMEHK

@ Omkaz @ oK

33 paboTHo BpEME | Meprogm | Kon 3a paboTHo BpeMe | MpasHLA |

Schedule Name
P Administration

Warehouse

Drivers

Health officer

Schedule Mame

Administration
Start End
2014/04/23 kg 2024/04/23 [k
Schedule Type | Attendance (Al Events) IEI
Schedule is for 7 Days. Schedule is cydic starting from 23,04, 2014
Show late times greater than 7 (%] Minutes
Show early leave greater than 7 [%] Minutes
Add Selected Schedule To
(7 All User without Schedule — o
_ ' obaew rpadmka
() All Users Of Selected Company Companies sl et
() All Users Of Selected Department CToen

) i = e
Start End
23.04. 2014 23.04. 2024
23.04. 2014 23.04.2024
23.04.2014 23.04.2024
23.04.2014 23.04.2024

L3

m

SECURITY
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Work codes

Next page is used only when your reader has a keypad. These are work codes. You can use them
when a user wants to tell the system where is he going. Working principle -1 checking a RFID card, 2 type
work code. This way you can create event for business leave, going home, going to a client, driving a car
with registration N:3889 for example and many others. You can rename all work codes as you wish. Later
you can create a report for current work code.
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- Hacrpoitkw Ha paﬁor;)_s;__ﬂg

@ omvaz @ DK

Kon

Hme

-6 OhMUMENEH NPEZHKEK
-5 MzBbHpeaHo

-4 OTCeCTEME

-3 PaHHo nasaHe

-2 PaHHO HanyokaHe

-1 3aKbtHEHWE

0 He ce nonsea

1 PaboTHo BpeMe

2 ObegHa No4MBKE

3 OTnyck/BonHu4eH
4 KomaHaWpoBka

5 CnywedHo M3nM3aHe
& INyHo M3NKzaHe

7 BonHw4eH

& Unknown User Code
nknown Liser

Wark Time Schedules | CMeHW 33 paboTHD BpeMe | Meproau || Kon 3a pabotho speve  MpasHALM

10 going home|

12 Unknown User Code
13 Unknown User Code
14 Unknown User Code
15 Unknown User Code
15 Unknown User Code
17 Unknown User Code
18 Unknown User Code
19 Unknown User Code

9. Reports

SECURITY

BULGARIA.COM
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To generate a report select Search. Here you can see user messages, user events, input
events, hardware events and CMD results.

User events are all events generated from the users which can be filtered by user name,
date, day of the week, hour, period and status. These filters can be used for all reports.

Input events are events from exit buttons, sensors, fire alarms and others.

Hardware events is information for the communication status. You don't need to watch
these CMD results. They are command results. For example if you save a new card/user it must
be transmitted to a controller. In this report you can see if the transmission is OK or QUED . If it is
OK this means that the user information is delivered to the controller and card will be working. If it
is QUED it meant that there is some problem with the communication and delivery will be done

later.
_,ﬁ' s o
Q‘_} - J"& - - - @ -

Uszers Search Setup Attendance

Last 50 User Messages
Search Events | Search User I Fiegistrations I CHECE Iz | Isers in Count Zones|

¥ Search Events * JM_TIME FROM_USER_
[] Shaw 50 events g

[ User Messages ]E

[ User Events I+

[ Input Events I+

[ Hardware Events I+

[ £MD Riesults I+

[¥] Automatic: Search Refresh
[ Clear Mew Search
¥» By From User

¥ By Date

from

o000 [*g) 2014/04M6 +
to

2359 Y] 240818 ~

» By Day

¥ By Hour

¥ By To User
¥ By Period

» By Status
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A S -
- 3 -rL - - =T
3;_1 p. O
|lzers Search Attendance

Search User

Search User |Hegi3tratil:uns CHELCK, IM3 | Uzers in Count

¥ Firzt Mame Balan

Please select
search options

[ Search ]

[ Ewport To C5Y

Firzt Mame

Surnanme

Lagt Mame

Latin Firgt M anme

Latin Surnarme

Latin Last Mame

e ®E H E E =

Senx [

|Jzer T_I,I[[

L

City
Courntry
PIM [EGI
PID Ma.
Jzer Co
Card Murnke

T T T

E mmail

[] 5earch s You Type
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Second page is a fast way to find a user. Type a parameter you know - first name, last name card
number an so on....press enter and person will be found quickly. Select the user twice and his profile will
open. Then you have the option to edit users information or access rights or validity period. When you are
finished select Save and corrections will me saved and transmitted.

Registrations
| Search Evenlz I Search Userl Registrations | CHECK IM= I Uzers in Count Zonesl

¥ Registrations ¥ Date/Time First M arne Samarme: L

[¥] Show 50 events

’ Reqgiztrations

[] Clear Mew Search
Autamatic Search Refresh

» By Date

» By User
¥ By User Type

¥ Print Report

[ Print Registrations l

[ Save To G5V |

In the third page you can make a report for all registrations (added new users) filtered by date, user,
user type.
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| Search Events I Search User I Fle;istlatiansl CHECK INs | Userg in Cr

¥ CHECK INs ¥ Date/Time Tupe

from
1767 [Z} 2009411726 -

ta

1757 (%] 2009111726 ~

[ Show CHECK INs ]

Only Lazt Check In

¥ Reports

|ser Export

CHECK. IMs

Mames and Documents

Save To C5Y

l
l
[ Persanal Infa
l
l

Every report can be previewed and exported to PDF, TXT, CSV and others.
TA report — Select Attendance then Time&Attendance and a new window will pop up.

— by e
oM $ &E -

Attendance E-tdap Cash-Desk

Time&Attendance F10

TA Setup
Sur Area

TA Planning

Adrministrator Log Ot

Adrmiristrator Logln

Adrmiristratar Log Ot

Adriristrator Logln

Arniristratar | mi Mgt
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PR

Uzere Search Setup Attendance
Attendance
¥ Print Report ¥ Company Department
Repcrt - detail=d

Report - general by day

Report - general

)
)
)
)

E=port To C5W

¥ By Date
from
2M4/0416 -

2014/0417 -
¥ By User

» By Organization

You can generate three reports for all users or filtered by date, user or organization.

You have the ability to preview report before printing. Select Preview Report as shown below and a
new window will appear. After preview is opened you can export the report instead of printing. So go to
export icon with green arrow and choose between PDF, OLE, XML, RTF, JPEG, TXT OR CSV file. Select

the pages you want to export, select OK, then a new window will appear , choose a path to save the file and
press OK. Then your file will be exported.

S ECURITY Head Office: Sofia, 1309, Bulgaria 128 A Dimitar Petkov Blvd Phone: +359 2 9208666

Regional Office: Varna 9010, Bulgaria 9 Dr. Anastasia Zhelyazkova str. Phone: +359 52 900 099
BULGARIA.COM


http://www.securitybulgaria.com/en/?utm_source=user-manual-andromeda-pro&utm_medium=pdf&utm_campaign=soft-source
http://www.securitybulgaria.com/en/?utm_source=user-manual-andromeda-pro&utm_medium=pdf&utm_campaign=soft-source

.ISD 3001:2008 CERTIFIED COMPANY

System

m

Administrataor

’ Preview Report ]H

Edit Uzer
[ Save To CSY ]
Izers With Mo Events

» Reports
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PDF file...

Excel table (OLE)...

Excel table (XML]...

RTFfile...

JPEG image...

Text file...

CSV file...

Open Document Spreadsheet..,

SECURITY
BULGARIA.COM

SEHDL LA R we- QT EEAEH| 1441

Event Report

Last 50 User Events

Date

20 05 2014 11:50:08
20 05 2014 10:02:45
20 05 2014 09:53:42
08 05 2014 11:34:40
08 05 2014 11:31:53
25 04 2014 15:08:50
25 04 2014 15:09:20
23 04 2014 14:57:31
23 04 2014 14:55:02
23 04 2014 11:26:21
23 04 2014 10:24:.07
22 04 2014 16:10:57
22 04 2014 16:08:53
22 04 2014 15:38:20
22 04 2014 15:07:38
22 04 2014 14:47:33
22 04 2014 14:47:04
17 04 2014 17:56:48
17 04 2014 14:55:40
17 04 2014 14:57:43
17 04 2014 14:15:44

Example TA reports

Name

System Administrator
System Administrator
System Administrator
System Administrator
System Administrator
System Administrator
System Administrator
Swystem Administrator
System Administrator
System Administrator
System Administrator
System Administrator
System Administrator
System Administrator
System Administrator
System Administrator
System Administrator
System Administrator
System Administrator
System Administrator
System Administrator

Door

Event
Log In
Log Out
Log In
Log Out
Log In
Log Out
Log In
Log Out
Log In
Log Out
Log In
Log Out
Log In
Log Out
Log In
Log Out
Log In
Log Out
Log In
Log Out
Log In

Comment
IP:127.0.0.1

IP:127.0.0.1

IP:127.0.0.1

IP:127.0.0.1

IP:127.0.0.1

IP:127.0.0.1

IP:127.0.0.1

IP:127.0.0.1

IP:127.0.0.1

IP:127.0.0.1

IP:127.0.0.1
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Gl

TIME AND ATTENDANCE REPORT

Attendance from 01.07.2013 to 10.07.2013 for TecT MNoTpebuten

®upma: Your Company

Absence
ATtime

01-07-2013  10:11:51 - 18:20:52 8.15
09:57:42 -12:01:43 2.07

02-07-2013  12:01:43 - 13:50:00 1.82
13:50:36 - 18:25:43 4.58
10:04:19 - 11:33:04 1.48
11:33:04 - 12:28:44 0.92
12:28:44 - 13:40:45 1.20
13:40:45 - 13:41:36 0.02
13:41:36 - 17:24:06 3.72
17:24:06 - 18:33:26 1.15
09:58:30 - 09:59:32 0.02
09:59:32 - 18:23:17 8.40

03-07-2013

04-07-2013
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TIME AND ATTENDANCE REPORT

Attendance from 01.07.2013 to 10.07.2013 for TecT NoTpebuten

dupma: Your Company

@

=

@

O

o

g

5

ta]

(1]

o
01-07-2013 10:11:22 - 18:20:52 8.15
02-07-2013 08:57:11 - 18:25:43 8.47
03-07-2013 10:04:19-18:33:26 8.48
04-07-2013 09:58:30 - 18:23:17 8.42
TecT lNoTpebuten 05-07-2013 10:41:42 - 18:29:54 7.80
08-07-2013 10:17:38 - 18:32:13 825
09-07-2013 08:43:44 - 19:01:34 g.30
10-07-2013 10:05:00 - 18:06:45 8.02
Total 66.89
Grand Total 66.89
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R

TIME AND ATTENDANCE REPORT

Attendance fram 01.07 2013 to 10.07 2013 for TecT MoTpeduTen

®upma: Your Company

uoE g =
T 8 < e
09:00:00 - 10:11:22 1 .18
21-07-2013 10:11:51 - 17:30:00 .32
17:30:00 - 16:20:52 0.82
09:00:00 - 09:57:11 0.9%
09:57:42 -12:01:43 2.07
02-07-2013 12:01:43 - 13:50:00 182
13:60:36 - 17:30:00 3.67
17:30:00 - 18:25:43 092
09:00.00 -10:04:191.07
o O e 1 13 Aok el P BTN
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10. Backup and restore
Select Start Menu — All programs — Andromeda — Andromeda server manager. A new window will

be shown on your desktop.

]

& Windows Mobile Device Center Compuiey
ET Windows Update
Control Panel
4 KPS Viewer
. 1-dip D d Print
Jevices and Printerg
. Access Control Software
§ Accessories Default Programs
. Andromeda

@ Andromeda Hardnare Autedetect  (RUELERERREL
i -!' Andromeda Server Manager
=3 Intemet Support
€5 Uninstall Client
. Attendance Management

4 Back

Choose DB Backups. If you want to make a backup of your database select .If you want to restore
an database choose one of the backup files and select Restore DB.
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Andromeda Server Manager 1.0 (beta] —M ‘g

System status
Database Status: Running

Server Status:  Running

| Statusl Customer | License| DB Backups | Online Update|

140403151525-1.106.fbk
Restore DB |

.« Backup DB

| [ verbose

22.04.2014r. 14:48:59 4. > Logging started. Log file :C:\Users\Sales 1\AppData -
Local\Palimex\AndromedaServerManager. log

11. Online update

In the Andromeda server manager you will see a page — online update. If your computer is
connected to the internet online update should tell you if there is a new available upgrade of the system. In
the column need update you will see if it is available for Server manager, Service, Client or database. If you
have at least one Yes select online update and the process will start automatically.

If you are not connected to interne the upgrade can be done by using a removable storage when
selecting Update from file.
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Andromeda Serve

System status
Database Status: Running
Server Status:

Running

| Status | Custc-merl License | DB Backups | Online Update

Current Last Need Update
Server Manager §1.IZI.1.15 1.0.1.16 MNo
1.2.28.106 1.708.28.107  Yes i
1.0.28.106 1.0.28.107 Yes
1.106 Yes

Available Pack (AndromedaPro-1.2.28.106-1.0.28.106.compact) : Yes

[ Update From File l

[ Online update ‘

I 22.04.2014r. 14:48:55 4, > Logging started. Log file :C:\Users'Sales 1\AppData -
‘Local\Polimex\AndromedaServerManager.log

12. E-map function

E-map function is usually used in companies , residential complexes , manufacturing enterprises or
others where there is a 24 hour monitoring center. This function gives you the ability to create your own
map of important zones and points from the building (object). On this map you can visualize and control
every input and output from all controllers added to the hardware manager. For example if you have
connected all sensors to one controller iCON 160 you can visualize alarm sensors, door sensors, 1-W
sensors for temperature, moisture, pressure or other inputs and outputs. Also you can see status of the

alarm zones, you can activate or deactivate alarm, you can unlock a door and a lot of others.
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. ‘% Andromeda E-Map

[¥] show 10s

“y

Doorrelay 2/11

iCON160 - (2)
Alarm relay 2/2 2
iCON160 - (2)
Doorrelay 2/3 3
iCON160 - (2)
Alarm relay 2/4 4
iCON160 - (2)
Alarm line 2/5 5
iCON160 - (2)
Alarm line 2f6 &
iCON160 - (2)
ibiren 27 7
! iCON160 - (2)

Ground Foor
] g e ”:_ " s
g [ ¢ 4
-
' L3 Inactive

Siren

Doorrelay
Inactive

m Alarm line
Disarm F

*Alarm relay
Inactive

13. Sound notification

You no longer need to watch the monitor permanently. Now you have the ability to set up a
sound notification for most important events. This function is usually used in monitoring control
rooms where one person must look at many monitors at the same time. Go to Setup and select
Client options. Choose Sound setup. Then you will see the picture shown below. Mark each
event which you want to make a sound on your computer. Choose a sound notification from the list
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and Save sound. Now if you have speakers connected to your PC when an event is generated
the selected sound is going to play.
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% Client Options

.

» General User Settings

3 ID Reader Setup
¥ Camera Setup

¥ Sound setup

-:--Ehg.‘

3 [

WindowsLogon

Chedk In [ Alarm Event

Rejected Alarm Event

 Access Granted [] Alarm Event WindowsLogon

Access Denied Alarm Event DeviceFail
Invalid Timeschedule Alarm Event

Antipasshack{In) Alarm Event
Antipassback(Out) Alarm Event

Password Error Alarm Event

Line Mormal Alarm Event

Duress Alarm Event

Arm [] Alarm Event

Disarm [] Alarm Event

Overtime Door Close Alarm Event

Owertime Door Open Alarm Event

Forced Door Closed Alarm Event

Forced Door Opened Alarm Event

Exit Button

Door Open

Door Close
Detected Sensor
Fire

Tamper Alarm
Electric Stoppage
Open From PC

[] Alarm Event
[ Alarm Event
[] Alarm Event
[ Alarm Event
Alarm Event
Alarm Event
Alarm Event
[ Alarm Event

m
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14. Automatic sending of events
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This function allows you to send automatically data from predefined zones to a file server
which is connected to the network. The sending is done cyclic for a time period which is
convenient for you.

You can set this function by selecting Setup - Notification manager.
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Setup Attendance E-Map

! Hardware Manager -
Fi |

Building Manager Type
3l Access Groups Logln
5y Organizations Manager Coolll
Sy LogIn
5y, Motification Manager Log Oh
Sy User Types LogIn
Sk Log
) Start Communication | amln
A new window will open for setting the Notification manager.
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i B
% Notification manager lﬁj E@lﬂ

@ Close

General Setup | User Notifications

il | [EE]EE]E] E] Starts from:01.01.2014
— Type Applyed to
B System Mountly DB Badkup System Job - System Database Backup lz‘ 1
Mame
W System Mountly DB Backup
Used template for this notification EVENT_GROUPS_EG_ID
W h
I Mot in use lz‘ General purpose EventE
N Repeat type
| ) One time () Hourly () Daily () Weekly @) Monthly () Yearly
b Times to repeat (-1 = not count): | act Executed: 15:24040 =2 2014/04/22 [Ev
i -1 @ Last Result: 2
bl Last Error:
] Expert Only
fl
[ 0 Test Motification ]

15. Vending setup

Select Setup then Vending setup. A new window is going to show up. Give a name to your vending
machine and a name for your warehouse. Set the number of the trays. This is the number of the defferent
products which are sold in the vending machine. Set up scale factor number.
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Real Time Events Hardware Manager
¥ Date/Time Fi Building Manager Type
B 26062014 11:24:54 A Access Groups Log
= 25062014 10:52:44 MM - Wern
Organizations Manager
1) 25062014 10:62.38 MM - Wern
= 25 (F 2014 10:35.42 it Notification Manager Ver
1) 25.06.2014 10:35:33 Iy User Types Wern
== 25062014 10:14:11 Mn o Yerm
) 25.06.2014 10:14:06 n Start Communication Wen
1) 25.06.2014 10:13:50 n Stop Communication Wen
& 26062014 10:13:20 A Log
4 25.06.201410:12:53 A Client Options Log
'} 20062014 10:12:30 M CErvEr Cl-ptions Wern
¥ Date/Time Vending Setup
B 2E.0E2014 10:52:44 Products Setup
25062014 10:35:42 Tray Setup
2h0E201410:14:12
25, 05,2014 09.44:57 Rlasiees n
Receipt Setup
r Walie I [k
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Vending Setup

S— =)

P [N wr for vending - (1) 7 5 ¥ rceroding

@ cancel @ oK
MName Warehouse Trays Scale Factor  Active Mode
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il

-
Vending Products Setup
Product Mame Price CU... Active
4 0 fless [V
Oenro ecnpeco i] ]:7
Kate cbc cMeTaHa ] 17
Kany4mHo 0 ]7'
Kany4uHo © Wwokonan 0 Iv_".
Yait 0 [+
Tonbn WoKkonan 1] 17‘
Tonno MNAKD i] ]:’"
L — = = — —

pcs
pcs

pcs

pcs

@ cancel @ 0K

Unit -

m
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% Vending-Tray-Product Setup p— - k= J [ = | (5] ﬁj
@ cancel @ oK
Vending - (1) -
VEM_MAME Tray Product Price Currency -
3 1 Ecnpeco 0,3 Nesa
Vending - (1) 2 Avnro ecnpeco 0,3 Nesa
Vending - (1) 3 Kathe cbC CMETEHA 0,4 Neea -
Vending - (1) 4 KanyduHo 0,5 Nesa 1
Vending - (1) 5 Kany4uHo C wokonan 0,6 Nesa
Vending - (1) 6 Yal 0,3 Nesa 4
Vending - (1) 7 Tomen WoKonan 0,5 Nesa
Vending - (1) 8 Tonno MnAKo 0,4 Nesa
Vending - (1) 9 ]
Vending - (1) 10 0
Vending - (1) 11 0
Vending - (1) 12 0
Vending - (1) 13 ]
Vending - (1) 14 0
Vending - (1) 15 0
Vending - (1) 156 0
Vending - (1) 17 ]
Vending - (1) 18 0
Vending - (1) 19 0
Vending - (1) 20 0
Vending - (1) 21 ]
Vending - (1) 22 0
Vending - (1) 23 0
Vending - (1) 24 0 il
RN c
b — = — —
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Expect our instruction updates on the same link !
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